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[bookmark: _Toc427327741]Introduction
Data and Information stored within the many Health and Social Care (HSC) information systems represents HSC’s most valuable asset so there is a need to develop an environment within which information systems and networks can be secure. 
The Data Protection Act (1998) defines a legal basis for UK organisations to take steps to ensure that personal data is adequately protected by placing a legal obligation on them to do so. 
This security of information can be achieved through technical means but it is limited and should be supported by appropriate management and procedures.  Insider threat is still the biggest threat whether this is intentional or accidental.  Effective information and ICT security management requires the participation of all employees in the organisation.
[bookmark: _GoBack]Information security is achieved by implementing a suitable set of controls, which could be policies, practices, procedures, organisational structures and software functions. These controls should be established to ensure that the specific security objectives of the HSC are met and that the data / information HSC information systems contain, with particular regard to patient and client based data, is seen only by those entitled to see it.

[bookmark: _Toc427327742]Purpose
This HSC ICT Security Policy details the regional approach to ICT and Information Security Management across the HSC, including the overall management structure and key principles which apply to each HSC organisation.
This policy largely lays down the high level principles from which each HSC organisation must develop its own local working practices, policies, standards and guidelines.
This is to ensure a consistent and high standard of security management across the entire HSC community from all significant threats whether internal, external, deliberate or accidental.

[bookmark: _Toc427327743]Scope
The HSC ICT Security Policy applies to:
All parties who have access to, or use of ICT systems and information belonging to, or under the control of, Health and Social Care [footnoteRef:1], including: [1:  Northern Ireland Health & Social Care organisations include Health & Social Care Board (HSCB), Public Health Agency (PHA), Health & Social Care Trusts, NI Ambulance Service (NIAS),  Business Services Organisation (BSO), Patient & Client Council (PCC), Regulation & Quality Improvement Authority (RQIA),  NI Guardian Ad Litem Agency (NIGALA), NI Blood Transfusion Service (NIBTS), NI Social Care Council (NISCC), NI Practice and Education Council for Nursing and Midwifery (NIPEC), NI Medical and Dental Training Agency (NIMDTA), GP Practices and other Independent Contractors to HSC.] 

Health and Social Care (HSC) employees
Temporary Staff including agency
Voluntary Health Sector organisations / Volunteers
Third Party Contractors
Any other party making use of HSC ICT resources
Information stored, or in use, on HSC ICT systems;
Information in transit across the HSC network;
Information leaving the HSC network;
ICT Systems belonging to or under the control of HSC.
This policy applies throughout the entire information lifecycle from acquisition/creation through utilisation to storage and disposal.

[bookmark: _Toc427327744]Management Framework
[bookmark: _Toc427327745]Strategic Direction
The Department of Health, Social Services and Public Safety in Northern Ireland (DHSSPSNI) is responsible for setting policy and legislation which directs ICT and Information Security Management across the HSC.
The Health and Social Care Board (HSCB) is responsible for the effective commissioning of ICT services across the HSC, the provision of delegated funding to meet agreed objectives in line with ministerial and departmental policy and the implementation of performance management and service improvement to monitor objectives, targets and standards and their achievement.
[bookmark: _Toc427327746]Co-ordination
HSC co-ordinates ICT Security management across the region through the e-Health Leads Group. This group holds responsibility for considering and proposing amendments to ICT Security management. Significant amendments will be approved by the Regional Director of eHealth and External Collaboration.
HSC co-ordinates Information Governance management across the region through an internal Information Governance Advisory Group, chaired by the Head of Information Management Branch of the DHSSPSNI.
[bookmark: _Toc427327747]Core Infrastructure
The Business Services Organisation IT Services Unit provides and maintains the central IT infrastructure and architecture for HSC. This includes providing Technical Design Authority support and General Medical Services ICT support to the HSCB.
[bookmark: _Toc427327748]Collaboration
All HSC organisations are expected to work together to ensure the successful implementation and development of ICT and information security across the HSC.
[bookmark: _Toc427327749]Operational Management
HSC ICT Security Officer Group
The HSC governs local implementation of ICT Security management across the region through an internal working group of ICT Security representatives from HSC organisations, chaired by the HSC ICT Security Manager of the Business Services Organisation.
Local Security Management
Each HSC organisation is responsible for implementing a local programme of ICT and information security management, including the provision of necessary skills, training and resource to ensure adherence to this policy.    
Each HSC organisation is accountable to the HSCB, through their Executive and Non-Executive management framework, for the application of this policy.
[bookmark: _Toc427327750]Roles and Responsibilities
Most Senior Officer (MSO) of each HSC Organisation 
The MSO is responsible to the HSCB for the secure operation of ICT and information systems within their organisation.  This is typically the Chief Executive / General Manager / Senior GP.
Responsible for:
Ensuring a nominated officer with sufficient authority is appointed to ensure security related matters are adopted throughout the organisation.
Ensuring frameworks are in place to ensure information systems are appropriately assessed for security and protected.
Ensuring the organisation maintains compliance with HSC ICT Security Policy.
Senior Information Risk Owner (SIRO)
Responsible to the Most Senior Officer (MSO) of their local organisation e.g. Chief Executive, advising on the information risk aspects of his/her statement on internal controls.
Responsible for:
Leading and fostering a culture that values, protects and uses information for the success of the organisation and benefit of its customers.
Owning the organisation’s overall information risk policy and risk assessment processes and ensuring they are implemented consistently by Information Asset Owners. 
Owning the organisation’s information incident management framework. 
Information Asset Owners (IAO)
Responsible to the SIRO of their local organisation providing assurance that information risk is being managed effectively in respect of the information assets that they ‘own’.
Responsible for:
Knowing what information comprises or is associated with an asset, and understands the nature and justification of information flows to and from the asset. 
Knowing who has access to the asset, why they have access, ensuring access is compliant with all appropriate policies, procedures or standards.
Understanding and addressing risks to the asset, and providing assurance to the SIRO. 
HSC ICT Security Manager
Responsible to the BSO ITS Assistant Director, providing assurance that appropriate HSC ICT security policies and procedures, standards and guidelines are in place.
Responsible for:
Co-ordinating ICT security matters across organisational and system boundaries within the HSC.
Monitoring the effectiveness of ICT Security Policy, procedures, standards, guidelines across the HSC.
Taking a pro-active role in establishing and implementing an HSC-wide ICT Security Programme including training, awareness and guidance.
Promoting ICT security awareness across the HSC.
Receiving and considering reports of ICT Security incidents from ICT Security Managers/Officers, System Managers or others, ensuring the necessary corrective or preventative actions are implemented.
Liaising with ICT Security Manager/Officers on matters of ICT Security which may impact across HSC organisations.

ICT Security Manager/Officer:
Responsible to the Most Senior Officer (MSO) in their organisation providing a local focus on all ICT Security matters.
Responsible for:
Co-ordinating ICT security matters across departmental and system boundaries within the organisation.
Monitoring the effectiveness of ICT security policy, procedures, standards, guidelines within the organisation.
Taking a pro-active role in establishing and implementing an ICT Security Programme including training, awareness and guidance.
Promoting ICT security awareness across the organisation.
Receiving and considering reports of ICT Security incidents from System Managers or others, ensuring the necessary corrective or preventative actions are implemented.
Liaising with HSC ICT Security Manager on matters of ICT Security which may impact other HSC organisations.
System Managers:
Responsible to the Information Asset Owners in their organisation ensuring that information security requirements, expectations and limitations are mutually understood and agreed, and processes are in place to securely and effectively manage the day to day operations of HSC information systems. 
Responsible for:
Day to day operational management of the information system including implementation of suitable measures to ensure system is secure.
Working in conjunction with ICT department to ensure core local processes are consistently applied across all information systems.
Ensuring users of the system are appropriately trained.
Reporting security matters to the ICT Security Officer/Manager.

Third Party Contractors:
Responsible to the ICT Security Manager/Officer ensuring compliance to regional and local ICT Information Security Policies
Responsible for:
Complying with the terms of their Statement of Compliance.
Users of Resources:
Responsible for:
Complying with all local and regional ICT and information security policies, procedures or standards
Ensuring attendance at all necessary ICT and information security awareness/training sessions
Reporting adverse incidents relating to ICT or information security in accordance with local policies, procedures or standards.

[bookmark: _Toc427327751]Policy Statement
[bookmark: _Toc427327752]Statement of Compliance
All HSC organisations are required to demonstrate their compliance to this policy by submitting a Statement of Compliance signed by their most Senior Officer (Chief Executive / General Manager / Senior GP) and the individual with operational responsibility for monitoring and sustaining the organisations conformance to the policy.
This statement of compliance process will be overseen and managed through the HSC ICT Security Manager.
All HSC organisations are required to ensure that non-HSC organisations (including 3rd party contractors) which have access to HSC ICT systems or information, submit statements of compliance.  It is recommended that this is an annual process and should be accompanied by independent confirmation of compliance e.g. from a recognised independent audit organisation. Where a third party is accessing the HSC network via N3, this annual process is carried out by Health and Social Care Information Centre (HSCIC) and no further action is required on the audit.   
HSC organisations requiring access to NHS Services from the Health and Social Care Information Centre (HSCIC) e.g. Demographics Service, may also have to complete the HSCIC Statement of Compliance.  Further details are available from HSC ICT Security Manager.
Appendix A illustrates the document to be completed by HSC Trusts, Board, BSO, Agencies and Non-Departmental Bodies.
Appendix B illustrates an example document which could be used for non-HSC organisations.
[bookmark: _Toc427327753]Controls Assurance
All HSC organisations are required to achieve and maintain substantive compliance in Information and Communication Technology Controls Assurance Standard, in order to provide routine assurance that ICT and information security is being effectively managed.
[bookmark: _Toc427327754]Terms and Conditions of Employment
All HSC organisations should ensure that all contracts of employment include statements requiring compliance with HSC and local ICT Security policies & procedures.
[bookmark: _Toc427327755]Security Vetting
It is recommended that security vetting is considered where access to highly sensitive information is required.
[bookmark: _Toc427327756]Authorised Use
Access to HSC ICT systems and information is only permitted where the access is required to support HSC areas of business or associated services. 
[bookmark: _Toc427327757]Acceptable Use
All users of HSC ICT systems and information (including HSC organisations themselves) must abide by the terms of the HSC ICT Security Policy, associated minimum security standards and applicable statements of compliance and codes of conduct.
[bookmark: _Toc427327758]Security Awareness
All HSC organisations must ensure that:
ICT and information security awareness training is provided to all users with access to HSC ICT systems and information.
Appropriate specialist ICT and information security training is provided to individuals working in specialised roles, as relevant to the role.
All relevant ICT and information security policies, procedures and guidelines are developed made available to and accessible by all users.
[bookmark: _Toc427327759]Risk Analysis & Management
All HSC organisations must ensure that they identify, assess and manage risks to HSC ICT systems and information in accordance with HSC Risk Management Policy.
[bookmark: _Toc427327760]Disaster Recovery
All HSC organisations must ensure that secure backup and recovery processes are in place to provide protection in the event of a system failure or incident.  These processes should be developed / maintained in conjunction with data owners in order that they are sufficient to provide an adequate level of service and recovery time in the event of an emergency.
[bookmark: _Toc427327761]Business Continuity
All HSC organisations must ensure that they have developed, and maintain Business Continuity plans, to maintain adequate levels of HSC services in the event of any significant disruption to ICT or information services.
All HSC organisations’ ICT departments must ensure that they have developed, and maintain ICT Business Continuity and Disaster Recovery plans, based on Business Impact and Risk Assessment, in order to ensure the least possible disruption to critical services in the event of any significant disruption to facilities or services.
[bookmark: _Toc427327762]Information Sharing
Personal data held in HSC information systems are safeguarded by the Data Protection Act (1998) which places obligations on those who record or use such information.  In addition, health professionals have ethical duties to maintain the confidentiality of data relating to their patients or clients.
The Code of Practice on Protecting the Confidentiality of Service User Information document issued by DHSSPS in January 2012 provides guidance on the handling of personal information.  
Where formal service contracts are either absent or do not adequately cover the sharing of sensitive or patient information between HSC organisations and/or outside organisations, the HSC Data Access Agreement procedure must be followed.
[bookmark: _Toc427327763]Outsourcing
All HSC organisations must ensure that ICT & information security clauses, particularly with regards to the Data Protection Act 1998, are built into all formal service contracts.
Where data is being hosted external to the HSC network, information-based risk assessments are required to be carried out, which consider (as a minimum) legislation and implications with regards to:
hosting outside the EU (if applicable)
business continuity planning
physical & logical access management
audit logging & access to logs/reports
termination of contract
disposal of information

[bookmark: _Toc427327764]Data Classification
All HSC organisations should establish procedures for the handling and storage of information. This is imperative in order to protect the unauthorised disclosure of such information. In general, procedures should be drawn up for handling information consistent with its classification and in line with local information governance policies.
[bookmark: _Toc427327765]Encryption
All sensitive data held on removable media/devices including laptops/tablets/smart phones and sent via the internet must be encrypted to the HSC approved standard as mandated by DHSSPNI.
[bookmark: _Toc427327766]Asset Management
All assets remain the property of HSC.
All HSC organisations must maintain an inventory of all digital information assets which will be managed in accordance with HSC ICT Security Policy, associated minimum security standards, and applicable statements of compliance and codes of conduct.  This inventory must be managed to include updates when assets are transferred to other employees or returned when an employee is leaving.
[bookmark: _Toc427327767]Account Management
All HSC organisations must ensure that procedures are in place to manage access to ICT & information systems, by way of individual user accounts.  User account procedures must also manage changes when employees are transferred to other roles and removals when an employee leaves or a contract expires.
Security privileges and access rights must be allocated based on the requirements of a user’s role.
[bookmark: _Toc427327768]Asset Maintenance
All maintenance by external third party organisations must be subject to contractual agreement.  
All HSC organisations must ensure that there is appropriate consideration of assets being removed from site for repair or replacement, particularly with regards to assets which contain data.  The sensitivity of the data and consequences of disclosure should be weighed against the need to repair rather than be disposed of or replaced.
[bookmark: _Toc427327769]Software Management
All HSC organisations must ensure that they have a software maintenance routine in place, patching and updating vulnerabilities regularly in order to minimise the associated threats.
[bookmark: _Toc427327770]Physical and Environmental Security
All HSC organisations must ensure that processes are in place to consider physical security and controls relative to the value and risk of ICT systems and information within those physical boundaries.  This should include defining “secure areas” and associated minimum standards for physical and environmental controls in these areas, as well as procedures for securely managing equipment being taken off premises.
[bookmark: _Toc427327771]External Gateways
External gateways to the HSC can be either:
· Provisioned through BSO ITS or
· Installed and managed by an HSC organisation
All HSC organisations must ensure that external gateways to HSC network are:
· Approved by the Regional Director of eHealth and External Collaboration 
· Controlled by a suitably configured firewall that is at least Common Criteria EAL4 compliant 
· Subject to annual IT health checks or when new services are brought on-line.  The use of the CHECK scheme is recommended.
Where external gateways facilitate internet browsing, a suitable monitoring solution must be in place.
Consideration should also be given to installing Intrusion Prevention and SSL inspection systems on external gateways.
Consideration of further access controls such as firewalls at the connection points to the HSC network should be made, especially if inbound initiated connections are permitted at the external gateways, in order to give security assurance to the other HSC organisations on the HSC network.
[bookmark: _Toc427327772]Remote Working
All remote connections to HSC information systems from outside the HSC network must be subject to multiple layer authentications.  Where data sources are aggregated, consideration should be given to the implementation of increased levels of security protection.  
[bookmark: _Toc427327773]Removable Media Handling
All HSC organisations must ensure that processes are in place to govern the use and handling of removable media.  This should include mandatory encryption to the approved HSC standard, guidance for staff on physical security and the transfer of data to network storage as soon as possible.
[bookmark: _Toc427327774]Incident Reporting and Management
All HSC organisations must ensure that good practice incident reporting and management procedures are in place which covers ICT and information security incidents.
All HSC organisations must ensure that local Adverse/Serious Adverse Incident policies / procedures include ICT and Information Security incidents.  
Incidents which may impact other HSC organisations should be shared with the HSC ICT Security Manager, who will consider the impact and liaise with other HSC organisations to ensure a pro-active approach to threats.
All HSC organisations should provide incident statistics to HSC ICT Security Manager, for noting at the ICT Security Forum in order to share learning and inform discussions regarding operational matters.
[bookmark: _Toc427327775]Minimum Local Policies / Procedures
All HSC organisations should ensure that, as a minimum, they have the following policies/procedures/standards developed and implemented locally that are in line with the HSC minimum security standards:
Acceptable Use of Email
Acceptable Use of Internet
Acceptable Use of ICT Equipment
Physical Security
Procurement
Asset Management
Disposal of Equipment / Media
Incident Reporting
Encryption
Account Management
Software Management (A/V, malware protection, licensing, patching)
System Operational Procedures
Backup / Recovery
Wireless LANs
Outsourcing / External Hosting
Mobile Device Management
Remote Working
Third Party Access
Printing
Data Classification
Software Development
Audit  (including Technical Health Checks)
[bookmark: _Toc427327776]Compliance (Legal / Contractual)
Legislation imposes a need for ICT security and all HSC organisations to take steps to ensure compliance with all statutory requirements. Legislation includes but is not limited to:-
The Data Protection Act 1998
The Copyright, Designs and Patents Act 1988
The Computer Misuse Act 1990
The Access to Health Records Act (1990) and Northern Ireland Order (1993)
The Health and Safety at Work (NI) Order (1978) and Health and Safety (display Screen Equipment) Regs (NI) 1992
The Human Rights Act (1998)
The Employment Practices Data Protection Code
The Obscene Publication Act 1958
Protection of Children (NI) Order 1978
Freedom of Information Act 2000
Regulation of Investigatory Powers Act 2000
The Lawful Business Practice Regulations 2000
All HSC organisations must also comply with related contractual requirements, standards and principles in the following areas:
Intellectual Property Rights (IPR)
Protection of Organisational Records
Protection & privacy of personal information
Prevention of misuse of Information Processing Facilities
Management and regulation of cryptographic controls
[bookmark: _Toc427327777]Monitoring
All HSC organisations reserve the right to monitor the use of HSC ICT systems, devices and information in order to ensure compliance with relevant policies and to protect the confidentiality, integrity and availability of information assets.
All monitoring must be undertaken in accordance with the appropriate legislation such as Regulation of Investigatory Powers Act (2000), Human Rights Act (1998), and good practice guidance such as “Employment Practices Code Part 3: Monitoring at Work” issued by Information Commissioners Office.
All HSC organisations should, at their discretion, or where required by law, report relevant ICT or information security incidents/threats to the appropriate EU/UK authorities for further investigation.
[bookmark: _Toc427327778]Non-Compliance / Policy Breaches 
An information security breach is defined by ISO/IEC 27035:2011 as “an identified occurrence of a system service or network state indicating a possible breach of information security policy or failure of safeguards” 
An incident is an event that has a high probability of compromising the business operations or other information security impact. A weakness is the potential for an incident to occur that was previously unknown or not considered during a risk analysis. 
Both incidents and weaknesses are considered breaches and have potential to affect confidentiality, integrity and availability of HSC information; result in financial penalties or negatively impact the reputation of the HSC therefore: 
[bookmark: _Toc427327779]Sanctions:
Failure of HSC Organisations
Where an HSC organisation is found to be in breach of this policy it is expected that that HSC organisation will investigate in accordance with Adverse/Serious Adverse Incident procedures and report their findings to the internal ICT management framework group. 
If the breach is deemed significant enough to put the other HSC organisations at risk it may be necessary to limit or remove access to regional IT health systems and/or other HSC organisations. Any eventual end action required at HSCB level will be taken by the Regional Director of eHealth and External Collaboration.
Where serious breaches have occurred it may also be necessary to report to the Information Commissioners Office or other appropriate regulatory bodies.
Failure of HSC Employees
Where an HSC employee is found to be in breach of this policy it is expected that the employing HSC organisation will investigate in accordance with Adverse/Serious Adverse Incident procedures, which may result in the initiation of disciplinary action and/or initiation of criminal/civil proceedings.  Where serious breaches have occurred it may also be necessary to report to the Information Commissioners Office or other appropriate regulatory bodies.
Failure of third parties, temporary/agency staff etc 
Where a third party, temporary/agency person is found to be in breach of this policy it is expected that the employing HSC organisation will investigate in accordance with Adverse/Serious Adverse Incident procedures, which may result in the termination of the contract and/or initiation of criminal/civil proceedings.  Where serious breaches have occurred it may also be necessary to report to the Information Commissioners Office or other appropriate regulatory bodies.

[bookmark: _Toc427327780]Security Policy Review
This policy will be published by the HSCB and will be maintained through the HSC ICT Security Manager. 
The policy will be subject to annual review or following any significant incidents, changes to UK or EU legislation or changes to the HSC structure or functional responsibilities.
All HSC organisations are responsible for ensuring their own local ICT Security Policies, procedures and standards are subject to regular review and take into account any changes to the HSC ICT Security Policy.
[bookmark: _Toc427327781]References
· Cabinet Office - Security policy framework (April 2014)
· Cabinet Office – Government Security Classifications (April 2014)
· DHSSPS - Code of Practice on Protecting the Confidentiality of Service User Information (January 2012)
· DHSSPS – Information and Communication Technology Controls Assurance Standards (2008/9)
· DHSSPS & HSC Protocol For Sharing Service User Information for Secondary Purposes (August 2011)
· Health and Social Care Information Centre - Information Governance Statement of Compliance process
· Information Commissioners Office - Employment Practices Code Part 3: Monitoring at Work
· International Organization for Standardization - ISO/IEC 27001:2013 Information technology – Security techniques – Information security management systems – Requirements.
· Protection of Children (Northern Ireland) Order 1978
[bookmark: _Toc427327782]Terms / Definitions
Common Criteria – is an international standard for computer security

CHECK scheme – is run by CESG and provides an IT Health Check methodology

CESG – a government security unit that provides assistance to organisations on information assurance.


[bookmark: _Toc352931909][bookmark: _Toc207013974]
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[bookmark: _Toc206925732]Statement of Compliance to the HSC Network 
for 
HSC Trusts, Board, BSO, Agencies 
and Non-Departmental Bodies

[bookmark: _Toc207013975][bookmark: _Toc352931910][bookmark: _Toc427327784]
Statement of Compliance to the HSC Network
This Statement of Compliance is a minimum requirement and for particular organisations or applications and may be supplemented by additional requirements identified by the Health Social Care Board.
I  ......................................................................of  ........................................................
(name of CEO or equivalent)					   (HSC Organisation name)
certify that the following security measures are in place and will be adhered to:
	The following represents the baseline requirements for connection to the HSC network and conformance to published policy on matters relating to the security of information held within, or communicated across the HSC ICT infrastructure.

	
1. The organisation abides by the HSC ICT Security Policy and associated documentation.

2. The organisation understands the need to assess risk and to implement measures to ensure the preservation of confidentiality, integrity and availability of information.

3. Senior Management within the organisation have set clear policy direction through the issue and maintenance of an Information Security policy.

4. The organisation has established a management framework to initiate and control the implementation of information security within the organisation.

5. The organisation has established processes to ensure that the organisation’s assets are effectively protected.

6. The organisation has defined ICT security roles and responsibilities throughout the organisation and has established mechanisms to ensure that all staff within the organisation’s employ are properly informed of the role they play in maintaining the ICT security of the organisation.

	
7. The organisation has implemented measures to prevent unauthorised access, damage and interference to organisation premises, equipment and information.

8.  The organisation has implemented Communications and Operations Management measures to ensure the correct and secure operation of information processing facilities.

9. The organisation has implemented measures to control access to information for both staff within the organisation’s employ and other external individuals and third party organisations that may be granted access to the organisation’s ICT infrastructure.

10. The organisation has implemented measures to ensure that security is built into information systems.

11. The organisation has implemented measures to counteract interruptions to business activities and to protect critical business processes from the effects of major failure or disasters.

12. The organisation’s design, operation, use and management of information systems comply with current relevant criminal and civil law and statutory, regulatory and contractual obligations.








Signature


I certify that the above is true and understand that continuing failure to meet some or all parts of this Statement of Compliance may result in disconnection from the HSC network.


					
Signature........................................................    Date.......................
The signatory must carry the specific authority of the Chief Executive or equivalent

Name...............................................................    

Postion...........................................................    


Signature........................................................   Date........................
This must be countersigned bythe nominated individual responsible for ICT Security

Name...............................................................    

Postion...........................................................    



Any significant changes in the status of the organisation should be communicated to the HSC ICT Security Manager (ictsecuritymanager@hscni.net). 

[bookmark: _Toc427327785]Appendix B












Statement of Compliance to the HSC Network
for 
Third Parties


[bookmark: _Toc352931921][bookmark: _Toc427327786]Third Party N3 Remote Access Service Statement of Compliance

This statement of compliance is a minimum requirement for third party contractors to be granted access to the HSC N3 Remote Access Service. This may be supplemented by additional requirements identified by the HSC Business Services Organisation.


Conditions of Access

Remote access is granted under the following conditions:-

Ÿ Access shall be used only to provide the services previously agreed with the HSC organisation to which access has been authorised.
	
Ÿ An individual access session shall only be used to access HSC systems directly – i.e. it is not permitted to use a direct session to any HSC system to access any other host or network from that system. Where an exception to this condition is required it must be first agreed with the HSC ICT Security Manager.

Ÿ Any incidents or circumstances of which you/your organisation become aware that may endanger the security of the HSC Network shall be immediately reported to the HSC ICT Security Manager.


I hereby confirm that <insert organisation name here> have read, agree and comply with the terms and conditions stated in this Statement of Compliance and acknowledge that failure to maintain compliance with the Statement of Compliance may result in the withdrawal of access to the HSC network.


 
Signature........................................................    Date.......................
The signatory must carry the specific authority of the Managing Director or equivalent

Name...............................................................    

Postion...........................................................    

When completed an electronic version should be emailed to the HSC ICT Security Manager at ictsecuritymanager@hscni.net.


[bookmark: _Toc352931924][bookmark: _Toc427327787]Third Party SSL Remote Access Service Statement of Compliance
This statement of compliance is a minimum requirement for third party contractors to be granted access to the HSC SSL Remote Access Service. This may be supplemented by additional requirements identified by the HSC Business Services Organisation (BSO).

Conditions of Access
Remote access is granted under the following conditions:-

Ÿ Access shall be used only to provide the services previously agreed with the HSC organisation to which access has been authorised
	
Ÿ An individual access session shall only be used to access HSC systems directly – i.e. it is not permitted to use a direct session to any HSC system to access any other host or network from that system. Where an exception to this condition is required it must be first agreed with the HSC ICT Security Manager.

Ÿ Access to any part of the HSC network is not permitted other than by using strong authentication.

Ÿ Any incidents or circumstances of which you/your organisation become aware, including loss of the authentication token supplied by the BSO, that may endanger the security of the HSC Network shall be immediately reported to the HSC ICT Security Manager.

Ÿ Your organisation will provide one or more static public IP address/es and not use NAT traversal

Ÿ Your organisation must connect from a PC that meets the standards defined by in the Third Party SSL Remote Access - Minimum Device Standards document issued by BSO. 

Ÿ The authentication tokens remain the property of the BSO and must be returned if so requested by the HSC ICT Security Manager

I hereby confirm that <insert organisation name here> have read, agree and comply with the terms and conditions stated in this Statement of Compliance and acknowledge that failure to maintain compliance with the Statement of Compliance may result in the withdrawal of access to the HSC network.
 
Signature........................................................    Date.......................
The signatory must carry the specific authority of the Managing Director or equivalent
Name...............................................................    

Postion...........................................................    
When completed an electronic version should be emailed to the HSC ICT Security Manager at ictsecuritymanager@hscni.net.
[bookmark: _Toc352931923][bookmark: _Toc427327788]Third Party Gateway VPN Remote Access Service Statement of Compliance 
This statement of compliance is a minimum requirement for Third Party Contractors to be granted access to the HSC Gateway VPN Remote Access Service. This may be supplemented by additional requirements identified by the HSC Business Services Organisation (BSO).

Conditions of Access
Remote access is granted under the following conditions:-
Ÿ Access shall be used only to provide the services previously agreed with the HSC organisation to which access has been authorised.
	
Ÿ An individual access session shall only be used to access HSC systems directly – i.e. it is not permitted to use a direct session to any HSC system to access any other host or network from that system. Where an exception to this condition is required it must be first agreed with the HSC ICT Security Manager.

Ÿ Access to the HSC wide area network and to any HSC organisation local area network is not permitted other than by using strong authentication.

Ÿ Any incidents or circumstances of which you/your organisation become aware, including loss of the authentication token supplied by the BSO, that may endanger the security of the HSC Network shall be immediately reported to the HSC ICT Security Manager.

Ÿ Your organisation has a Common Criteria EAL4 certified firewall as the VPN end point on the connection to the HSC network.

Ÿ Your organisation will provide one or more static public IP address/es and not use NAT traversal.

Ÿ The authentication tokens remain the property of the BSO and must be returned if so requested by the HSC ICT Security Manager.

I hereby confirm that <insert organisation name here> have read, agree and comply with the terms and conditions stated in this Statement of Compliance and acknowledge that failure to maintain compliance with the Statement of Compliance may result in the withdrawal of access to the HSC network.

 
Signature........................................................    Date.......................
The signatory must carry the specific authority of the Managing Director or equivalent
Name...............................................................    

Postion...........................................................    
When completed an electronic version should be emailed to the HSC ICT Security Manager at ictsecuritymanager@hscni.net.
[bookmark: _Toc427327789]Third Party Bomgar Remote Access Service Statement of Compliance 
This statement of compliance is a minimum requirement for Third Party Contractors to be granted access to the HSC Gateway VPN Remote Access Service. This may be supplemented by additional requirements identified by the HSC Business Services Organisation (BSO).

Conditions of Access
Remote access is granted under the following conditions:-
Ÿ Access shall be used only to provide the services previously agreed with the HSC organisation to which access has been authorised.
	
Ÿ An individual access session shall only be used to access HSC systems directly – i.e. it is not permitted to use a direct session to any HSC system to access any other host or network from that system. Where an exception to this condition is required it must be first agreed with the HSC ICT Security Manager.

Ÿ Access to the HSC wide area network and to any HSC organisation local area network is not permitted other than by using strong authentication.

Ÿ Any incidents or circumstances of which you/your organisation become aware, including loss of the authentication token supplied by the BSO, that may endanger the security of the HSC Network shall be immediately reported to the HSC ICT Security Manager.

Ÿ The HSC Bomgar management console software and authentication tokens remain the property of the BSO and must be returned if so requested by the HSC ICT Security Manager.

Ÿ The HSC Bomgar management console must only be used to support HSC organisations.

I hereby confirm that <insert organisation name here> have read, agree and comply with the terms and conditions stated in this Statement of Compliance and acknowledge that failure to maintain compliance with the Statement of Compliance may result in the withdrawal of access to the HSC network.

 
Signature........................................................    Date.......................
The signatory must carry the specific authority of the Managing Director or equivalent
Name...............................................................    

Postion...........................................................    
When completed an electronic version should be emailed to the HSC ICT Security Manager at ictsecuritymanager@hscni.net.
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